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48 - EC]J, Case C-101/01, 6th November 2003; [2003] ECR 1-12971), Found at: http://
curia.europa.eu/juris/liste.jsffnum=C-101/01.

49 - The term personal data used in Article 3(1) of Directive 95/46 covers, according
to the definition in Article 2(a) thereof, any information relating to an identified or
identifiable natural person. The term undoubtedly covers the name of a person
in conjunction with his telephone coordinates or information about his working
conditions or hobbies. Paragraph (24), (ECJ, Case C-101/01, 6th November 2003; [2003]
ECR 1-12971).

50 - ECJ, Case C-73/07, 16th of December 2008, Tietosuojavaltuutettu [Finnish
data protection ombudsman] v. Satakunnan Markkinaporssi Oy and Satamedia Oy,
16.12.2008  ("Tietosuojavaltuutettu").

51 - Joined Cases C-141/12 AND ¢372/12 YS v. Minister Voor Immigratie Integratie en
Asiel and Minister Voor Immigratie, Integrate en Asiel V. M, S (2014).

52 - C-28/08, Commission V. Bavarian Lager CO., 29.6.2010 ("BAVARIAN LAGER").
53 - C-131/12, GOOGLE SPAIN SL V. AEPD (THE DPA) & MARIO COSTEJA
GONZALEZ, 13.5.2014 ("GOOGLE"), Paragrapghs 26-31"

54 - C-291/12, Schwarz v. Bochum, 17.10.2014 ("Schwarz"), Para 28-29
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47 - GDPR, Recital (26): "The principles of data protection should apply to any
information concerning an identified or identifiable natural person. Personal data
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by the use of additional information should be considered to be information on an
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106 - Final Order of the Federal Trade Commission of the United Stated of America

in the matter of Cambridge Analytica, LLC, a corporation, docket no. 9383, issued
at November 25, 2019; available at [https://www.ftc.gov/system/files/documents/cases/
d09389_comm_final_orderpublic.pdf]
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recital 13, GDPR.
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Art. 2 (Material scope): "This Regulation applies to the processing of personal data wholly
or partly by automated means and to the processing other than by automated means of
personal data which form part of a filing system or are intended to form part of a filing

system.

A Ot i

SLLed ) datlas o 3dail U AN Cy3 e Hlu (G (§riaall paidl GollaTy alSs
Aroad b SULAY W) J5lwgh) M3 Aotlaet) Loy a7 Jiluwgs L gi LS Ande &t
SOLaled) dada aLEAS (e 16 ST O Lgs duad) gf (Olaledl dado allad e 12 5SS )
redall Gasm il Sk 8 aBlad (SLLud) Cay ya3) Ol el Aolind! § 3Ll Cpas LoS

GDPR Jf 2 abilas Le

AU (e SN Jemdll e e Aucgydially Adladdl GLLA doles 53les il
(07) Ay

AN s e Galadd]

Ao



(o1 (35918) AL alet)

Has OB Zalex (g3l Gedalt o dBY) Glat

O 92T Aradn s rbeas Loc e Zcard8WI fces D5 Ladlg (OLLadf e (93LaY S, ot

PRI OIS (e 331 radl (LAY B Lgde aguaiel! @iyt (Gua| CSTy) (40 JS o

g gl Ayggedt S35 o piaadl (o —

JAyggendt I3 adad) (o piaad| il (pe OIS of -

Cowi Lgud aBg A ATgtl 8 dle Udlas Jaall OIS 13] ayggeat] zyls ropactl yid e -
Ay ggendl 513 rrandia Ol gl (i paed Banyond) Jome CLILAN COISg (39318 Lamg (g

A Ot i

(2 @0 At laad| COIS 13) Lo plail) B pny SLLA B @Smied) gi pllaedl (foga jlones 25 Y
Tlaetl 39 g @l y SLnIWI 51 AT glufiat| HLIL ) Lo Ao Gdats LeS Y ‘zi‘;.’w‘}q Al

SIW gyls @Smiad i

OPIE pal e Gelas!

Gmetdal acia HLG (g1 Jilws T 91 2diuelly Anylid] Slejliadl e Lgdlidadl Blial ¢yl
SLLed! dmtlaa Sl Aoty o8y Ladls (oo, ias DB §()g3Lat

oadi \.A):C«f‘._,:d‘QYEL«.LU‘

L) Antlaad (Bag ()93LaY Godad Bllad daris

A




(5o g3L8) ALY BaLeds

OPLAY Gedad Blad o Butadiuwed| GLLA

S 308 oy I (G35 Lo (3gLaN Gl BlLind (e BubaSced GLILLA) (B (g LEY g
O Lasd Lot Leapa) comm e (655001 L) OLiLes Aol g Godaid (BLIad (0 SLILE) (y0
Baloodl 3,85 0 135 50 jaliall (G538 pedl Ll (gILaT g g pTlg ciabeatly (fori 0F O Byglase

13550 yaluatl galall Gliad 8 e Sleall CLiLed dlolst

1o Lo oo 331t (353LaY AlSn T (g s ¥

) Al Lt las @g puld Ogacdall (ol a1 Lgy dadliony Sl daasmall SULS

51 Aaa 3 Adilas ¥ UL e Jguamd) (o pas Liodlas @i o) daas all SLiled!
(IPIB et Ladal

A (9T O doydis LcoMe W) (223 jias Lgiodlas @b 01 duas atl GlaLed|
P Yy Adlouall dataiad | Cilan o difls IS W1 (92 ElI3g (605 T D 5T (8 putiniwasd W9 AaiBag
ALY (gglently Sladmitly Aladtl dacial) juisloes Ahlaioll Auasmdl| Clilud)

SL0 38 patl e Camag (65 T Ollide Y 0)0aT Lag e sad) (o1 Oilgar (S Aasdd| SLILCJ
91 sLelal puie i gove 9 el ptlacd! g Siad| jllas] —(0gall (e ¥l Olga (o il (e
Py (e sl (eI SILEa Y Lidy Bdns ducs)) B SO dopuain il SLEL Jgld ol L)
<d0 Banonad! diea it Biad| JMS HLas WL 3y9 Lo ducaiis pllasd! o eSiad!

S podi I 4B poiif g ATl 3 AmidoLind| Solgantly (6 ot | (65 pad| L) (St Arain | DL
Gl Ll (e By, B0d) o5l Logdld (B (0150 O (e ABIpual) OIS ,ig JIga¥ ! Jagons
Atas a8 SLiLed! pe ol Olia (g et

AL Ot i

art. 2 /2 This Regulation does not apply to the processing of personal data:

(a) in the course of an activity which falls outside the scope of Union law;

(b) by the Member States when carrying out activities which fall within the scope of
Chapter 2 of Title V of the TEU;

(c) by a natural person in the course of a purely personal or household activity;

(d) by competent authorities for the purposes of the prevention, investigation, detection
or prosecution of criminal

offences or the execution of criminal penalties, including the safeguarding against and the
prevention of threats to

public security.

3. For the processing of personal data by the Union institutions, bodies, offices and
agencies, Regulation (EC)

No 452001/ applies. Regulation (EC) No 452001/ and other Union legal acts applicable to
such processing of personal

data shall be adapted to the principles and rules of this Regulation in accordance with
Article 98.

4. This Regulation shall be without prejudice to the application of Directive 200031//EC,
in particular of the liability

rules of intermediary service providers in Articles 12 to 15 of that Directive.
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means any information relating to an identified or identifiable natural” :1v4/Y+ 11 o8, 4=3¥ ¢ &
person (‘data subject’) ; an identifiable natural person is one who can be identified, directly or
indirectly, in particular by reference to an identifier such as a name, an identification number,
location data, an online identifier or to one or more factors specific to the physical, physiological,

genetic, mental, economic, cultural or social identity of that natural person;"
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‘data concerning health’ means personal data related to the physical or mental health of a
natural person, including the provision of health care services, which reveal information

about his or her health status;
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genetic data’ means personal data relating to the inherited or acquired genetic
characteristics of a natural person which give unique information about the physiology
or the health of that natural person and which result, in particular, from an analysis of a

biological sample from the natural person in question;
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‘biometric data’ means personal data resulting from specific technical processing relating
to the physical, physiological or behavioral characteristics of a natural person, which
allow or confirm the unique identification of that natural person, such as facial images

or dactyloscopic data;
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means any operation or set of operations which is performed on personal data or on
sets of personal data, whether or not by automated means, such as collection, recording,
organization, structuring, storage, adaptation or alteration, retrieval, consultation, use,
disclosure by transmission, dissemination or otherwise making available, alignment or

combination, restriction, erasure or destruction;
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profiling means any form of automated processing of personal data consisting of the
use of personal data to evaluate certain personal aspects relating to a natural person, in
particular to analyze or predict aspects concerning that natural person’s performance
at work, economic situation, health, personal preferences, interests, reliability, behavior,

location or movements;

GDPR JI ;3 abilss Le

LT AT g (11 97 il Linilg Ly o3 (y9Lat 3588 O3 it

X



N/A

O9LAI Lglad] 31 Sy yall!

pseudonymization 3ylaiued| docid) s pal (slin

Ly a3 (931 Lt 3,0

LI (g3Lan o

pseudonymisation means the processing of personal data in such a manner that the
personal data can no longer be attributed to a specific data subject without the use of
additional information, provided that such additional information is kept separately and
is subject to technical and organizational measures to ensure that the personal data are

not attributed to an identified or identifiable natural person;

GDPR JI ;3 abilss Le

Hontinl gl A GETY W19 A AUl Ao SN By el s O "Aen " )l O Y
Lolad s 2




N/A

O9LAT LgLadi ATl Sl yarl!

filing system gl.u¥| alkay Caspad Oldn

Ly a3 (9311 Lt 3,8

LIl (3g3LAN

filing system’ means any structured set of personal data which are accessible according
to specific criteria, whether centralized, decentralized or dispersed on a functional or

geographical basis;
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‘recipient’ means a natural or legal person, public authority, agency or another body, to
which the personal data are disclosed, whether a third party or not. 2However, public
authorities which may receive personal data in the framework of a particular inquiry
in accordance with Union or Member State law shall not be regarded as recipients; the
processing of those data by those public authorities shall be in compliance with the

applicable data protection rules according to the purposes of the processing;
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controller’ means the natural or legal person, public authority, agency or other body
which, alone or jointly with others, determines the purposes and means of the processing
of personal data; where the purposes and means of such processing are determined by
Union or Member State law, the controller or the specific criteria for its nomination may

be provided for by Union or Member State law;
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‘processor’ means a natural or legal person, public authority, agency or other body which

processes personal data on behalf of the controller;
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®  BS 10012 Personal Information Management System

® ISO/IEC 29100:2011

Information technology — Security techniques — Privacy framework

® ISO/IEC 29101:2013

Information technology — Security techniques — Privacy architecture framework

[ ] ISO/IEC 27701:2019

o Security techniques — Extension to ISO/IEC 27001 and ISO/IEC 27002 for privacy information management — Requirements
and guidelines

®  ISO/IEC 27001 INFORMATION SECURITY MANAGEMENT

® ISO/IEC 27018:2019 Information technology — Security techniques — Code of practice for protection of personally identifiable
information (PII) in public clouds acting as PII processors

®  NIST Cybersecurity Standards

® PCI DSS ddb Ologlzo 3929 dl> (8
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ISO/IEC 27037:2012 — Information technology — Security techniques — Guidelines for identification, collection, acquisition
and preservation of digital evidence

NIST Digital Forensics Framework

NIST SP 80086- Guide to Integrating Forensic Techniques into Incident Response

NIST SP 80088- Guidelines for Media Sanitization

SWGDE/SWGIT Guidelines & Recommendations for Training in Digital & Multimedia Evidence

ENISA Digital Forensics Guides

Guides for Handling Digital Evidence, National Institute of Justice, USA

ACPO Good Practice Guide ACPO Good Practice Guide for Digital Evidence
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